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The vulnerability, CVE-2018-10562, affects Gigabit
Passive Optical Network (GPON) based routers and
was found long ago by researchers, but some
vendors have never released an …

Security researchers from Qihoo 360 Netlab have
warned of at least one botnet operator exploiting a
new zero-day vulnerability in the Gigabit-capable
Passive Optical Network (GPON) routers, …

In general, GPON Optical Network Terminal (ONT)
devices are distributed to end users by their
Internet Services Providers (ISPs), to act as end
points for Internet access. My research has …

GPON routers, the gateway to your fiber-optic
internet, are often provided by your ISP and can
sometimes be overlooked when it comes to
security. This guide breaks down exactly what
these …

Are GPON devices a vulnerability risk? I want to go
offline for my ISP (basically, my government). Not
for suspicious activity or anything, I just don''t like
them snooping around.
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In a blog post published on Monday, vpnMentor
revealed that many Gigabit-capable Passive
Optical Network (GPON) routers, which are used to
provide fiber-optic Internet, are affected …

For those interested in learning more about the
inner workings of PON technology, Hack-Gpon
offers extensive resources, tools, and guides for in-
depth study.

Most ONTs run customized firmware which
implement vendor and ISP-specific integrations
and are locked down in functionality to match
service requirements.

Security researchers at vpnMentor recently
conducted an assessment on a number of Gigabit
Passive Optical Network (GPON) routers. The
researchers found two exploits that could impact
over one …

The documentation covers hardware
specifications, root procedures, configuration
methods, and compatibility information for devices
from multiple manufacturers including Huawei, …
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Contact Us

For more information, pricing, or custom energy solutions, please contact us:

Website: https://www.gdroofing.co.za
Email: sales@gdroofing.co.za
Phone: +27 72 418 9365
Address: 22 Electron Avenue, Isando, Johannesburg, 1600, South Africa

This document is for informational purposes only. Specifications subject to
change without notice.
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